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Government JH94: American Cyber Politics 
Fall 2019 

Mondays 12-2:45, Location TBD 
Introduction Session: Wed., Sept. 4, 4-5pm, CGIS K262 

  
Dr. Jenn Halen 
jhalen@law.harvard.edu 
Office Location: TBD 
Office Hours: TBD 

Course Description: 
 
This class explores the ways internet-based and computational technologies are changing 
political behavior and governing institutions and processes. This includes discussing 
technologies, such as social media, that influence partisanship, civic participation, and activism, 
as well as technologies adopted within government, such as pretrial risk assessment software and 
predictive policing tools. In addition to analyzing the effects of basic automation and the internet, 
we will also be focusing on emerging computational technologies including the Internet of 
Things, Augmented and Virtual Reality, Advanced Robotics, Machine Learning, and Artificial 
Intelligence. We will be reading research drawn from political science and other social science 
approaches, as well as pieces from cross/inter/anti-disciplinary methods.  All class materials will 
be available on the course website. Students will also write their own research papers on a 
related course topic. To prepare for this assignment, we will dedicate a portion of several classes 
to discussing research approaches and methodologies, especially in relation to new and emerging 
subject areas.  
 
**Note: Draft. This syllabus is subject to revision  
 
 
Grades 
 
Class Participation (15%) 
Weekly short responses  (10%) 
Research Paper   

Proposal (10%) 
Annotated Bibliography (10%) 
Data Analysis (10%) 
Final Paper (45%) 
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Assignment Descriptions and Due Dates 
 

Class Participation: Students are expected to be prepared for class and ready to participate. This 
is a small, discussion-based class, and I look forward to hearing everyone’s thoughts about the 
material and related subjects. We will also occasionally use in-class simulations and activities 
that will require student engagement.  
 
Weekly Topic Post : In addition to considering the questions listed under each week in the 
syllabus (in preparation for class discussion), students will be required to write a short post 
before each class containing 1) several of the points they found most interesting in the weekly 
reading and 2) 2-3 questions they have about the readings or topic area. This post will be due at 
6pm the night before class.   
 
Meetings: I will meet with each student individually between the beginning of the semester and 
the due date of the proposal. This will give us a chance to discuss your interests, any ideas you 
have regarding the research paper, and your goals for the course, as a whole. Students will sign 
up in advance via the course website. I will do my best to accommodate everyone's schedules. 
Students are also welcome and encouraged to speak with me during office hours. If you need to 
meet at another time, please feel free to email me to discuss possible times.  
 
Research Paper: In preparation for the final research paper, students will submit several 
components of the projects throughout the semester, including a research proposal, an annotated 
bibliography with a prospective literature review outline, a completed data analysis section, and 
lastly, the full research paper. More details will be provided on the course website.  
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Policies 
 
 
Late Work: Assignments will lose 2-grade points per day except in the case of documented 
medical or family problems.  
 
Absentee Policy: Attendance and active participation in class are critical and mandatory. 
Students may miss one class if needed, all other absences should be discussed with me as soon as 
possible. This does not include the introduction class on Sept. 4th, 2019.  
 
Collaboration Policy: The exchange of ideas is essential to strong academic work. For 
assignments in this course, feel free to discuss with your classmates your ideas. For your 
research papers, you may find it useful to share sources or discuss your thinking, particularly if 
you are working on a similar topic. You may even read each other’s drafts and provide feedback. 
However, you should ensure that any written work you submit to me is the result of your own 
research and writing and that it reflects your own thinking and approach to the topic. You must 
be sure to cite any books, articles, websites, lectures, etc. that you draw on. 
 
Accommodations for Students with Disabilities: Students needing academic adjustments or 
accommodations because of a documented disability should present their Faculty Letter from 
the Accessible Education Office (AEO) and speak with the Professor within the first three weeks 
of class meetings. All discussions will remain confidential. 
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Course schedule 
 
Week 1 (9/4): Course Overview 
 
***Different Meeting time/place: Wed., Sept. 4, 4-5pm, CGIS K262 
 
 
Week 2 (9/9): The Politics of Technology- What’s at Stake 
How are politics and technology related? Can a technology be ideological or partisan? If so, is that an 
inherent trait of the technology or are those the consequences of how the technology was used? 
  
● Winner, L. (1980). Do artifacts have politics?. Daedalus (121-136) 

 
● Jasanoff, S. (2006). Technology as a site and object of politics. In The Oxford handbook of 

contextual political analysis. (279-293) 
 

● Mager, A. (2014). “Defining Algorithmic Ideology: Using Ideology Critique to 
Scrutinize Corporate Search Engines.” tripleC: Communication, Capitalism & Critique, 
12(1), (28-39)  
 

● Crawford, K. (2015). “Can an Algorithm Be Agonistic? Ten Scenes from Life in 
Calculated Publics.” Science, Technology & Human Values. (77-92) 
 

● Tufekci, Zeynep. 2015. “Algorithmic Harms beyond Facebook and Google: Emergent 
Challenges of Computational Agency” Colorado Technology Law Journal. v13 n2 (203-
217) 
 

● Mittelstadt, B. D., Allo, P., Taddeo, M., Wachter, S., & Floridi, L. (2016). The ethics of 
algorithms: Mapping the debate. Big Data & Society (1-21) 

 
 
 

Week 3 (9/16): Digital Technology and Its Influence on Identity 
How has the internet shaped your identity or view of yourself and how you fit into the world? 
 
● Floridi, L. (2014) The fourth revolution: How the infosphere is reshaping human reality. 

OUP Oxford. ONLY: 
○ Chapter 3 

 
● Noble, S. U. (2018). Algorithms of Oppression: How search engines reinforce racism. 

NYU Press. ONLY: 
○ Chapter 1 (1-37) 
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○ Chapter 2 (38-76) 
○ Chapter 3 (77-84) 

 
Week 4 (9/23): Digital Technology and  Social Understanding  
How have digital technologies shaped the social and political relations? How do you think they 
have shaped the way you think about your community, country, and the world? 
 
● Floridi, L. (2014). The fourth revolution: How the infosphere is reshaping human reality. 

OUP Oxford. ONLY: 
○ Chapter 4  

 
● Weinberger, David. Everyday chaos: technology, complexity, and how we’re thriving in a 

new world of possibility. Harvard Business Press, 2019.  
○ Introduction 
○ Chapter 1 
○ Chapter 2 
○ Chapter 3 
○ Chapter 7 

 
 
Week 5 (9/30): New Technology, Same Old Problems 
How have the internet and other computational technologies worsened or alleviated social inequality? Do 
you think the harms discussed in the reading stem from unintended consequences or purposeful 
decisions? Are these two mutually exclusive?  

 
● Perez, C. C. (2019). Invisible Women: Exposing Data Bias in a World Designed for Men. 

Random House. ONLY: 
○ Chapters TBD 

 
● boyd, d., Levy, K., and Marwick A. (2014). “The Networked Nature of Algorithmic 

Discrimination.” Open Technology Institute.  
 

● Mittelstadt, B. D., Allo, P., Taddeo, M., Wachter, S., & Floridi, L. (2016). The ethics of 
algorithms: Mapping the debate. Big Data & Society. 
 

● AI Now Institute. (2019). After a Year of Tech Scandals, Our 10 Recommendations for 
AI. Medium. 
 

● Mayson, S. (2019). Bias in, bias out. Yale Journal of Law, 128 
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Week 6 (10/7): Technology and Public Services 
What things should policymakers and software engineers be aware of before implementing a new 
technology within a government process? How do choices within the tech creation process affect the 
outcome? What are the costs and benefits of using computational technologies for public policy needs? 
What kind of practices can be put in place to limit these harms? 
  
● Angwin, J., Larson, J., Mattu s., & Kirchner, L. (2016) Machine Bias: There’s software 

used across the country to predict future criminals. And it’s biased against blacks. 
ProPublica, May 23rd, 2016 
 

● Eubanks, V.  (2018) Automating inequality: How high-tech tools profile, police, and 
punish the poor. Chapter 4: The Allegany Algorithm. St. Martin's Press.- pg 127-173) 
 

●  Chouldechova, A., Benavides-Prado, D., Fialko, O., & Vaithianathan, R. (2018). A case 
study of algorithm-assisted decision making in child maltreatment hotline screening 
decisions. In Conference on Fairness, Accountability and Transparency (pp. 134-148). 
 

● Vogl, T. M., Seidelin, C., Ganesh, B., & Bright, J. (2019). Algorithmic Bureaucracy: 
Managing Competence, Complexity, and Problem Solving       

● Werth R. (2019). Risk and punishment: The recent history and uncertain future of 
actuarial, algorithmic, and “evidence-based” penal techniques. Sociology Compass.  

 

Week 7 (10/14)- NO CLASS, Indigenous People’s Day 
  
Week 8 (10/21): The Internet and Political Organizing 
How have candidates and campaigns used technology to mobilize voters and constituents? What do we 
know about the average American voter’s behavior and how might technology change voting and 
participation dynamics? Is micro-targeting a harm or benefit to the democratic process? 
  
Assigned Readings: 
● Hersh, E. D. (2015). Hacking the Electorate: How Campaigns Perceive Voters. 

Cambridge University Press. ONLY: 
○ Chapters TBD 

 
● Kreiss, D. (2017). Micro-targeting, the quantified persuasion. INTERNET POLICY 

REVIEW 
 

● Barocas, S. (2012). The price of precision: Voter microtargeting and its potential harms 
to the democratic process. In Proceedings of the first edition workshop on Politics, 
elections and data (pp. 31-36). ACM. 
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● Chester, J., & Montgomery, K. (2017). The role of digital marketing in political 

campaigns. Internet Policy Review. 
 

● Perry, D. (2018). Alexandria Ocasio-Cortez Has Mastered The Politics Of Digital 
Intimacy. PC MAG. 

 
 
Week 9 (10/28): Online Propaganda and Public Opinion 
In what ways does the internet help or hurt the search for “the truth”? How have governments deployed 
online misinformation or propaganda either against their own people or across borders as information 
warfare? Are there ways to counter this? Is mis/disinformation different today then it was in the 20th 
century? Have you ever read something online that you thought was true but turned out to be purposefully 
misinformative? 
  
Assigned Readings: 
● Miller, J. M., Saunders, K. L., & Farhart, C. E. (2016). Conspiracy endorsement as 

motivated reasoning: The moderating roles of political knowledge and trust. 60(4) (pp. 
824-844). American Journal of Political Science 

 
● Lazer, D. M., Baum, M. A., Benkler, Y., Berinsky, A. J., Greenhill, K. M., Menczer, F., 

... & Schudson, M. (2018). The science of fake news. Science, 359(6380), 1094-1096. 
 

● Benkler, Y., Faris, R., and Roberts, H. (2019) Network Propaganda: Manipulation, 
Disinformation, and Radicalization in American Politics. MIT Press. ONLY: 
○ Chapters TBD 

 
● Hasen, R. L. (2019). Deep Fakes, Bots, and Siloed Justices: American Election Law in a 

Post-Truth World. St. Louis University Law Journal. 
 
 
 
 
  
Week 10 (11/4): Internet Activism and Civic Action 
W ould groups like the #MeToo or Black Lives Matter movement be able to exist without the internet? 
Recently, online activism has become an important political force- why is this? Are these movements 
sustainable given the changing pace and attention of online communities?  
 
Assigned Readings: 
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● Castells, M. (2007). Communication, Power and Counter-Power in the Network Society. 
International Journal of Communication. (pp.  238-266) 
 

● Carty, V., & Barron, F. G. R. (2019). Social Movements and New Technology: The 
Dynamics of Cyber Activism in the Digital Age. In The Palgrave Handbook of Social 
Movements, Revolution, and Social Transformation. Palgrave Macmillan. (pp. 373-397) 
 

● Mina, A. X. (2019). Memes to Movements: How the World's Most Viral Media is 
Changing Social Protest and Power. Beacon Press. ONLY: 
○ Chapters TBD 

 
● Tufekci, Z. (2017). Twitter and tear gas: The power and fragility of networked protest. 

Yale University Press. ONLY: 
○ Chapters TBD 

 
● Howard, P. N. (2015). Pax Technica: How the Internet of things may set us free or lock 

us up. Yale University Press. ONLY: 
○ Chapter 3 

 
Week 11 (11/11): NO CLASS, Veterans Day 
 
Week 12 (11/18): Economic Opportunity, Manipulation, and Policy 
How is data intertwined with the economy? In what ways has this changed because of new technologies 
or increased access to technology? Who benefits? Who is harmed?  
 
Assigned Readings: 
●  Mantelero, A. (2016). Personal data for decisional purposes in the age of analytics: From 

an individual to a collective dimension of data protection. Computer law & security 
review, 32(2), 238-255. 
 

● Sadowski, J. (2018). When data is capital: Datafication, accumulation, and extraction. 
Big Data & Society, 6(1). 
 

● Ekbia, H. and Nardi B. (2014). “Heteromation and Its (Dis)contents: the Invisible 
Division of Labor Between Humans and Machines.” First Monday 19(6).  

 
● Gray, Mary L., and Siddharth Suri. Ghost Work: How to Stop Silicon Valley from 

Building a New Global Underclass. Houghton Mifflin Harcourt, 2019. ONLY 
○ Chapter 3 
○ Chapter 4 
○ Chapter 5 
○ Chapter 6 
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● Pinkerton, B., and Kliff S. (2017) The case for and against a universal basic income in the 
United States. VOX. 

 
 
Week 13 (11/25): The Politics of Security and Surveillance  
 Are there ways in which surveillance might make us less safe? What are the implications of using 
technologies that have not been effectively tested for accuracy? Are there certain types of data that should 
be protected, such as health information?  
 
Assigned Readings: 
● Abelson, H., Anderson, R., Bellovin, S. M., Benaloh, J., Blaze, M., Diffie, W., & Rivest, 

R. L. (2015). Keys under doormats: mandating insecurity by requiring government access 
to all data and communications. Journal of Cybersecurity, 1(1), 69-79. 

 
● DeCew, J. (2015). Views on the Value and Meaning of Privacy Stanford Encyclopedia of 

Philosophy. 

● Cheney-Lippold, J. (2016). Jus Algoritmi: How the National Security Agency Remade 
Citizenship. International Journal of Communication, 10, 22.  

 
● Zuboff, S. (2019). The Age of Surveillance Capitalism: The Fight for a Human Future at 

the New Frontier of Power. PublicAffairs. ONLY: 
○ Chapters TBD 

 
 
Week 14 (12/2): Predicting Prediction- The Future of Innovation and Innovation Policy 
How might technology change in the next 10, 20, or 50 years? Do you think the world will be 
significantly different than it is today because of these changes? What kinds of policies might 
shape these outcomes? What are the benefits and risks of those policies?  
 
● Jasanoff, S. (2015). Future imperfect: Science, technology, and the imaginations of 

modernity. Dreamscapes of modernity: Sociotechnical imaginaries and the fabrication of 
power, 1-33. 
 

● Miller, C. (2015). Knowledge and Democracy: The Epistemics of Self-Governance. In 
Science and Democracy: Making Knowledge and Making Power in the Biosciences and 
Beyond (pp. 198-219). Taylor and Francis Inc. 
 

● Müller, V. C., & Bostrom, N. (2016). Future progress in artificial intelligence: A survey 
of expert opinion. In Fundamental issues of artificial intelligence (pp. 555-572). 
Springer, Cham. 
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● Batin, M., Turchin, A., Sergey, M., Zhila, A., & Denkenberger, D. (2017). Artificial 

intelligence in life extension: From deep learning to superintelligence. Informatica, 41(4). 
 

● Torresen, J. (2018). A review of future and ethical perspectives of robotics and AI. 
Frontiers in Robotics and AI, 4, 75. 

 
 
Final Paper Due: TBD 


